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Abstract: The Trojan message attack was proposed by Andreeva, et al. aiming at the hash functions with MD structure.
First it was applied on the hash function beyond MD structure, that was, concatenated hash. Utilizing the property of the
concatenated hash, and combining the Joux’s multicollision and the “diamond” structure with the depth of n—/, a Trojan
message of the length #-2* blocks for the 2n-bit concatenated hash was constructed, based on which a chosen-prefix
Trojan message attack was first proposed. And the memory complexity of proposed attack is about
21 +2""" + 12" blocks and the time complexity is about O(#-2""* +1-2") computations of the compression function,
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much less than the ideal value O(r-2*"™*) .
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